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What is a Proof/Argument

Statement  is  True
Computat ion  is  Correct

A proo f  is  wha teve r  conv inces  me .



Proof System
specif ied  by  a  PPT  ver i f icat ion  a lgor ithm  

真的假不了  （Completeness）

假的真不了  （Soundness）

V



Mathematical
Proofs = NP



What is Knowledge





Data  is  represented  by  a  ser ies  of  random  dots  that
could  mean  something  –  or  nothing .
Informat ion , which  is  where  mean ing  or  re lat ionship  is
appl ied  to  the  raw  mater ia l . For  the  e l im inat ion  of
uncer tainty.
Knowledge  is  gained  when  we  are  able  to  memor ise
the  informat ion . As  we  gain  knowledge  we  begin  to
make  sense  of  things  and  draw  connect ions  between
different  p ieces  of  informat ion . However, it ʼs  at  the
‘ Ins ight ʼ  leve l  where  data  becomes  ser iously  useful .
W isdom  –  the  abi l ity  to  use  ins ight  to  faci l itate
informed  decis ion  making .
从「⼤数据」到「⼈⼯智慧」必然要经过「零知识」时代



R.I.P 陈皓！
有⼀个观点，数据是没有⽤的，只有把数据关联起来才有

意义。数据关联了以后，才叫信息，我们不是做数据，我

们是做信息。信息⾥⾯找到因果关系，我们才能有知识，

⽐如说因为这个所以那个，这叫知识；有了知识以后，才

能导出公式，我们才能通过公式去完成⼀些事情。所有做

科学实验都是⾛这条路的，不断地做实验、拿数据，在数

据⾥⾯把它标注好，关联起来，然后找信息，从信息⾥⾯

找因果关系，从因果关系⾥看看能不能推出⼀些公式。⼤

概就是这么⼀个逻辑。





语⾔ /关系

w itness  

L R

x ∈ L

C (x, w) = 1

w



What is Zere-Knowledge
Proof?





⼀个不增加任何计算能⼒（知识）

但却可以使我想信的东⻄（证明）

A proof  that  revea ls  no  more  informat ion  (or  knowledge)
than  the  va l idity  of  the  statement  it  suppor ts .

听君⼀席话，

如听⼀席话。





Simulator
 ( i .e . , the  output  of  the  interact ive  machine

 after  interact ing  w ith  the  interact ive  machine   on

common  input   )

 ( i .e . , the  output  of  machine   on  input   )

P , V (x)⟨ ∗ ⟩
V ∗ P

x

S (x)∗ S ∗ x



潘⽼师认识到零知识证明和计算复杂性理论在密码学中的

重要性并且知道我们在这⽅⾯可能会遇到问题。零知识证

明可⽤来构造安全的密码认证协议，计算复杂性理论可⽤

来评估密码难题的破解难度。那时候复旦⼤学的朱洪⽼师

是零知识证明的专家，潘⽼师便把他请来给我们作报告。

--王⼩云



What are IP/MIP/PCP/IOP











I P = P S P ACE

MI P = N E X P

MI P =∗ RE

NP = PCP[O(log n), O(1)]



What are
PZK/SZK/CZK/HVZK/WI/WH



P , V (x)  {⟨ ∗ ⟩ }x∈L

∼

S (x)  { ∗ }x∈L



W I :  don ʼt  know  which  w itness  is  used

WH :  diff icult  to  reverse  the  w itness

Pr P Y  , V (z) X  ∈ R  X  <[⟨ ( n) ∗ ⟩ ( n) L ( n)]  

p(n)
1

  

P w  , V (z) (x)  {⟨ ( x
1) ∗ ⟩ }

x∈L ,z∈{0,1}∗

P w  , V (z) (x)  {⟨ ( x
2) ∗ ⟩ }

x∈L ,z∈{0,1}∗



What are
Argument/KS/SE/UC



i .g . soundness  for  computat iona l  bounded  prover
(Computat iona l  soundness)

arguments  pe rm i t  the  ex istence  o f  “proo fs”  o f
incorrec t  sta tements , so  long  as  those  “proo fs”  requ i re

exorbi tant  computa t iona l  powe r  to  f ind



Knowledge Soundness (Proof of
Knowledge)

Not  only  the  w itness  ex ist , but  a lso  I  "know"  it .

SE /UC

The  password  o f  this  account  ex ists , but  I  did  not
know  i t .



What is Non-Interactive
Not  "No  Interact ion"

cons ists  of  a  s ing le  message  from   to  

des ignated  ver i f ier/  pub l ic ly  ver i f iab le

F iat-Sham ir  Transformat ion :  

pub l ic  co in  vs  pr iv ite  co in

NIZK /  S ignature

P V

c = H (Trans)



What is Succinctness

Reexecution vs Using a Proof





What is Trusted
Setup/Ceremony

An  a lgor ithm  that  determ ines  a  protocol ʼs  pub l ic
parameters  us ing  informat ion  that  must  remain  secret
to  ensure  the  protocol ʼs  secur ity.
Maybe  a  MPC protocol
CRS mode l :  no  NIZK in  plain  mode l  beyond  
C ircu it-specif ic /Un iversa l /Updated /Transparent
V ita l ik :  How  do  trusted  setups  work?
KZG Ceremony :  https : / /ceremony.ethereum .org /

BPP

https://vitalik.ca/general/2022/03/14/trustedsetup.html
https://ceremony.ethereum.org/


What is Polynomial
Commitment

in  the  f irst  phase , a  Prover  comm its  to  a  polynom ia l  

by  em itt ing  a  pub l ic  comm itment ;  in  the  second  phase
the  Ver i f ier  chooses  a  va lue  , and  the  Prover  produces

a  va lue   and  conv inces  the  Ver i f ier  that  .

KZG / IPA /FRI /L igero /Brakedown /Or ion . . .

p

x

y y = p(x)



What is Arithmetization
The  process  of  turn ing  a  gener ic  statement  or  quest ion
into  a  set  of  equat ion  to  be  ver i f ied  or  solved .

x = 2 ∗ min a  , a  , … , a  ( 1 2 n)
I  am  tw ice  olde r  than  my  youngest  s ib l ing



Boolean  C ircu its /Ar ithmet ic  C ircu its
R1CS /QAP/P lonkish /AIR /CCS
Front-end :  C ircom /Cairo /No ir/Leo…



Some Examples

1. Coke Vs. Pepsi







Reca l l :  Knowledge
transfer  of  trust

Soundness  error  

Pr ivate  co in
Des ignated  ver i f ier

coNP

ϵ  =s  2n
1



2.Where's Waldo











non- interact ive
proof  of  knowledge
ceremony



Other Examples
A l ibaba's  Cave /Sudoku

GI /QR /GNI /QNR /G3C /Ham i l ton /Schnorr

Oded  Goldreich

https://www.wisdom.weizmann.ac.il/~oded/


Application of ZKP
B lockchain(Rollups /zkEVM /Pr ivate  Cryptocurrencies)

zkDocs :  Zero-knowledge  Informat ion  Shar ing  (Age  >
18)

Zord le :  ZK Word le

Us ing  ZK Proofs  to  F ight  D is informat ion

A zero-knowledge  protocol  for  nuc lear  warhead
ver i f icat ion

Ident i f icat ion /Vot ing /PET /Copyr ight  Protect ion  etc .

https://a16zcrypto.com/posts/article/zkdocs-zero-knowledge-information-sharing/
https://github.com/nalinbhardwaj/zordle
https://medium.com/@boneh/using-zk-proofs-to-fight-disinformation-17e7d57fe52f
https://www.nature.com/articles/nature13457


Thanks
( I  hope  this  ta lk  is  NOT  Zero-Knowledge  for  you  : ))

Kur t  Pan ʼs  Awesome  Zero-Knowledge  Proofs  (2022):
https : / /s ite .kur tpan .pro /ktpzkp22.html

https://site.kurtpan.pro/ktpzkp22.html

